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ABSTRACT	
The	training	and	development	of	criminal	intelligence	professionals	has	long	suffered	from	a	range	of	
challenges	 including	 the	 absence	 of	 rigorous	 training	 standards	 and	 a	 failure	 to	 embrace	 new		
disciplines	or	branches	of	knowledge.	This	has	undermined	analysts’	abilities	 to	keep	pace	with	 the	
evolution	of	crime.	The	VALCRI	syllabus	was	developed	to	address	this	problem	by	providing	instruc-
tion	 in	 a	holistic	 set	of	organisational,	 operational,	 informational,	 technological	 and	 cognitive	 skills.	
We	outline	the	evolution	of	this	syllabus	and	what	we	hope	to	achieve	through	its	delivery.		
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INTRODUCTION		
This	 paper	 details	 the	 work	 of	 the	 VALCRI	 project	 in		

developing	a	new	syllabus	for	the	development	of	criminal	
intelligence	analysts.	The	paper	begins	by	examining	tradi-
tional	 impediments	 to	 intelligence	 training,	 as	well	 as	 the	
requirements	 of	 law	 enforcement	 professionals	 in	 Europe	
and	beyond.	The	paper	goes	on	to	explore	the	VALCRI	pro-
ject’s	response	to	these	requirements	by	elaborating	on	the	
value	 and	 scope	 of	 our	 syllabus,	 our	 intended	 means	 of	
delivery,	and	the	outcomes	we	hope	to	achieve.		

CHALLENGES	TO	INTELLIGENCE	TRAINING	
Training	 and	 professional	 development	 are	 key	 to	 im-

proving	criminal	intelligence	analysis	(Gwinn,	et	al.,	2008,	p.	
28).	However,	research	and	anecdotal	evidence	suggest	the	
training	of	intelligence	professionals	is	subject	to	a	number	
of	challenges,	 including:	the	absence	of	training	standards;	
poor	or	 limited	on-the-job	training;	 limited	training	oppor-
tunities	at	 the	 intermediate	and	advanced	 levels;	a	rapidly	
changing	operating	environment;	overreliance	on	the	intel-
ligence	cycle	as	an	instructional	model;	limited	research	on	
the	 current	 state	 of	 intelligence	 training	 in	 law	 enforce-
ment;	 a	 reluctance	 to	 address	 	 the	 many	 causes	 of		
intelligence	failure;	and	the	continued	indifference	to	non-
traditional	 subjects	 in	 standard	 intelligence	 curricula.	 We	
examine	each	of	these	below.		

The	Lack	of	Comprehensive	Training	Standards		
Current	training	standards	are	inadequate	to	the	needs	

of	 intelligence	 professionals	 working	 in	 law	 enforcement.	
Those	 that	 exist	 –	 including	 from	 the	 US	 Department	 of	
Justice’s	 Global	 Justice	 Information	 Sharing	 Initiative	
(2007),	 the	 US	 Department	 of	 Homeland	 Security	 (2010)	
and	the	International	Association	of	Law	Enforcement	Intel-
ligence	Analysts	(2012)	–	typically	focus	on	a	narrow	subset	
of	 intelligence	 skills,	 or	 the	 “minimum”	 training	 require-
ments	 needed	 by	 entry-level	 analysts.	 They	 do	 not	 detail	
the	diversity	of	skills	needed	by	intelligence	analyst	in	gen-
eral,	or	criminal	intelligence	analyst	in	particular,	to	operate	
in	rapidly	changing	environments.	Nor	do	they	elaborate	on	
how	an	analyst’s	skill	 set	should	evolve	over	the	course	of	
their	 career.	The	only	standard	known	to	 the	authors	 that	
includes	 a	 detailed	 maturity	 model	 is	 the	 Analyst	 Profes-
sional	 Development	 Roadmap	 published	 by	 the	 United	
States	Global	Advisory	Committee	(GAC)	which	is	a	Federal	
Advisory	Committee	to	the	US	Attorney	General	(2015).	But	
this	 too	 can	be	extended	 to	 include	a	wider	array	of	 skills	
and	disciplines.		

Poor	or	Limited	On-the-Job	Training	
The	training	given	to	criminal	intelligence	analysts	is	in-

variably	limited	and	often	inadequate	(see	Buckley,	2014,	p.	
76;	Ratcliffe,	2008,	p.	230-231).	This	problem	is	common	to	
law	 enforcement	 agencies	 around	 the	 world	 (Ratcliffe,	
2007,	 p.	 27).	 As	Buckley	 (2014)	 observes,	most	 learning	 is	
“on	the	 job”	and	often	based	on	flawed	assumptions:	that	
an	experienced	analyst	is	always	on	hand	to	teach	novices;	
and	 that	 the	 same	 analysts	 know	 what	 works	 and	 what	

doesn’t	and	can	communicate	this	knowledge	willingly	and	
effectively	 to	 junior	 colleagues,	 (Buckley,	 2014,	 p.	 248).	
These	assumptions	persist	despite	evidence	 to	 the	contra-
ry.		Discrepancies	in	the	knowledge	and	capabilities	of	crim-
inal	 intelligence	professionals	 in	different	organisations,	as	
well	as	 in	different	 teams	 in	 the	same	organisation,	 is	one	
consequence	of	this	current	state	of	affairs.	Inevitably,	sub-
optimal	training	brings	sub-optimal	results.	

Training	Gaps	at	the	Intermediate	and	Advanced	Levels	
Webster	 (2007)	 notes	 that	 few	 programs	 address	 the	

needs	 of	 intermediate	 or	 advanced	 analysts	 (p.	 6).	 The	
overwhelming	majority	 of	 in-house,	 university,	 or	 private-
sector	 training	programs	are	dedicated	 to	entry-level	 ana-
lysts	and	are	not	suitable	for	law	enforcement	professionals	
looking	to	develop	their	skills	at	later	stages	of	their	career.		

The	Evolution	of	Criminal	Intelligence	as	a	Discipline	
The	discipline	of	criminal	intelligence	is	undergoing	con-

siderable	 change.	 Practitioners	 are	 busy	 figuring	 out	what	
works	 and	what	 doesn’t.	 Existing	 training	 programs	 either	
do	not	keep	pace	with	 the	evolution	 in	analytic	best	prac-
tices,	 or	 include	 them	 selectively.	 This	 is	 despite	 the	 fact	
analytic	innovations	have	been	shown	to	improve	the	ana-
lytic	process,	and	the	quality	of	the	resulting	outputs.			

The	Evolution	of	the	Analyst’s	Operating	Environment	
The	environment	in	which	criminal	intelligence	analysts	

operate	 is	also	subject	 to	change.	 Internally,	analysts	have	
to	accommodate	new	laws,	new	technologies	and	changes	
in	structure,	strategy	and	mandate.	Many	of	these	changes	
are	 prompted	 by	 the	 evolution	 of	 one’s	 external	 environ-
ment	 and	 the	 emergence	 of	 new	 forms	 of	 criminal		
behaviour.	Regrettably,	analytical	 training	does	not	always	
keep	pace	with	 this	evolution.	 Indeed,	anecdotal	evidence		
suggests	 the	 volume	 of	 training	 given	 to	 criminal	 intelli-
gence	analysts	 is	 falling	 just	 as	 the	pace	of	 change	has	 in-
creased.		

Overreliance	on	the	Traditional	Intelligence	Cycle	
Training	 programs	 are	 often	 built	 around	 a	 simplified	

model	of	the	intelligence	process	known	as	the	intelligence	
cycle.	Unfortunately,	 this	model	 fails	 to	 reflect	 the	 opera-
tional	and	cognitive	challenges	of	the	analytic	process	(see	
Hulnick,	 2006,	 pp.	 959-979;	 Gerraint,	 2009,	 pp.	 22-46;	
Johnston,	 2005,	 pp.	 45-60;	 Clark,	 2007,	 pp.	 10-13;	 Low-
enthal,	2006,	pp.	65-67;	Ratcliffe,	2007,	p.	114;	Treverton,	
2003,	 pp.	 104-108).	 Failure	 to	 address	 these	 challenges	
deprives	 analysts	 of	 the	 deep	 insights	 needed	 to	mitigate	
their	worst	 effects.	While	 the	 cycle	 has	 its	 uses,	 it	 should	
not	dictate	the	core	components	of	an	intelligence	training	
curriculum,	nor	should	it	be	the	only	operating	model	that	
analysts	work	with.		

Failure	to	Address	the	Many	Causes	of	Intelligence	Failure	
Current	training	programs	address	some	causes	of	ana-

lytic	failure	while	routinely	ignoring	others.	In	recent	years,	
emphasis	has	been	given	 to	 the	 impact	of	different	 cogni-
tive	pathologies,	particularly	 those	biases	analysts	operate	
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under	 as	 a	 result	 of	 prior	 knowledge	 and	 experience.		
Attempts	to	improve	bias	mitigation	are	to	be	commended,	
even	if	a	bias-free	analyst	is	neither	possible	nor	desirable.	
That	said,	 little	attention	has	been	to	other	causes	of	ana-
lytic	 failure	 such	 as	 poor	 management	 of	 analytic	 work-
flows,	the	inconsistent	application	of	operational	best	prac-
tices,	poor	data	quality,	and	so	on.	Such	challenges	are	not	
exclusive	 to	 intelligence.	 Rather,	 they	 are	 common	 to	 all	
forms	 of	 knowledge	 work.	 Addressing	 these	 challenges	
obliges	 intelligence	 practitioners	 to	 explore	 other	 disci-
plines	for	possible	solutions.		

Lack	of	Up-to-date	Research	and	Publications	
The	 literature	 on	 criminal	 intelligence	 analysis	 and		

analytic	training	 in	general	 is	very	 limited.	Much	of	the	re-
search	dates	between	1995	to	2010.	Even	the	most	recent	
publications	 continue	 to	 rely	 heavily	 on	 this	 earlier	 litera-
ture.	 It	 is	 unclear	 whether	 this	 is	 because	 there	 are	 no		
alternative	sources	of	research	to	borrow	from,	or	whether	
the	 authors	 are	 confident	 that	 previous	 findings	 are	 still	
relevant.	Either	way,	recent	advances	 in	cognitive	psychol-
ogy,	neuroscience,	operations	management	and	other	dis-
ciplines	 suggest	 there	 is	much	 that	 can	be	 integrated	 into	
the	standard	intelligence	curriculum.		

Indifference	to	Non-Traditional	Subjects	and	Disciplines	
The	 intelligence	 analyst’s	 job	 is	 never	 limited	 to	 the	

production	 of	 intelligence.	 However,	 the	 overwhelming	
majority	 of	 training	 programs	 ignore	 those	 activities	 that	
fall	 outside	 the	 intelligence	 cycle.	 Such	 activities	 typically	
include	 process	 management,	 information	 management,	
knowledge	management,	strategy	development,	and	so	on.	
While	such	disciplines	may	appear	 tangential,	 their	proper	
execution	 can	 significantly	 improve	 the	 quality	 of	 intelli-
gence	 product	 and	 address	 such	 challenges	 as	 cognitive	
bias,	poor	data	quality,	requirements	planning,	stakeholder	
management	and	quality	improvement,	to	name	but	a	few.	
Indeed,	 the	 authors’	 experience	 suggests	 that	 expanding	
the	scope	of	an	analyst’s	knowledge	and	training	can	signif-
icantly	improve	their	ability	to	address	long-standing	organ-
isational	impediments	to	effective	analysis.		

ADDRESSING	END	USER	REQUIREMENTS	
With	 these	 challenges	 in	mind,	 the	VALCRI	 project	 un-

dertook	 a	 rigorous	 assessment	 of	 the	 training	 needs	 of	
criminal	 intelligence	 professionals.	 Our	 survey	 considered	
not	 just	 the	 subjects	 to	 be	 taught,	 but	 also	 the	 structure	
and	 delivery	 of	 a	 future	 criminal	 intelligence	 training	 pro-
gram.	 In	 addition	 to	 the	 project’s	 End	 Users,	 we	 solicited	
input	 from	 law	 enforcement	 and	 security	 professionals	
across	 Europe.	 Their	 input	 can	 be	 summarised	 in	 the	 fol-
lowing	requirements.		

First,	a	future	intelligence	curriculum	should	reflect	the	
breadth	of	work	 intelligence	professionals	do,	not	 just	 the	
activities	 prescribed	 by	 the	 intelligence	 cycle.	 Further,	 it	
should	address	the	limitations	of	existing	training	guidelines	
and	 standards.	 Put	different,	 relevance	 should	 take	prece-
dence	over	compliance.	The	VALCRI	project	has	argued	that	

intelligence	 work	 spans	 five	 separate	 but	 interconnected	
domains:	

• The	organisational	domain	-	activities	pertaining	to	
an	organisation’s	mission,	objectives,	etc.	

• The	 operational	 domain	 -	 activities	 pertaining	 to	
the	execution	of	orders,	policies,	projects,	etc.	

• The	informational	domain	-	activities	pertaining	to	
use	and	management	of	information	

• The	technological	domain	-	activities	pertaining	to	
the	use	and	management	of	IT	

• The	cognitive	domain	-	activities	pertaining	to	the	
cognitive	dimensions	of	analytic	work	

A	rigorous	training	program	should	address	each	of	the-
se	domains	in	detail.	Thus,	from	an	organisational	perspec-
tive,	instruction	can	be	given	on	the	analysis	of	one’s	oper-
ating	environment	and	setting	of	strategic	objectives.	From	
an	 operational	 perspective,	 instruction	 can	 cover	 such	 ac-
tivities	as	workflow	analysis,	process	design	and	operation-
al	planning.	The	informational	domain	underscores	the	im-
portance	of	data	quality,	data	management	and	metadata	
conventions	 and	 so	 on.	 The	 technological	 domain	 empha-
sises	 the	need	 to	 continually	 improve	 analysts’	 abilities	 to	
work	with	standard	office	productivity	tools,	as	well	as	ad-
vanced	analytic	technologies.	Finally,	 the	cognitive	domain	
underscores	 Smith’s	 (2004)	 finding	 that	 critical	 thinking,	
problem	 solving,	 and	 structured	 analysis	 can	 significantly	
improve	 the	performance	of	 criminal	 intelligence	analysts.	
In	all	 instances,	emphasis	 should	be	given	 to	 the	 role	 that	
knowledge	plays	 in	enabling	strategic	and	operational	out-
comes.	 Police	 officers	 in	 general	 (Ericson	 and	 Haggerty,	
1997,	p.	19;	Brodeur	and	Dupont,	2006,	p.	7-26),	and	crimi-
nal	 intelligence	 analysts	 in	 particular	 (Ratcliffe,	 p.	 95),	 are	
knowledge	workers.	As	such,	they	are	highly	likely	to	bene-
fit	 from	 learning	 about	 those	 disciplines	 that	 enable	 the	
creation,	 management	 and	 sharing	 of	 knowledge,	 regard-
less	of	their	provenance.		

Second,	 a	 successful	 curriculum	 should	 marry	 training	
with	 education.	As	 Essenheigh	 (2000)	 observes,	 training	 is	
about	 “know	 how”,	 whereas	 education	 focuses	 on	 the	
“know	 why”	 (p.	 46).	 Education	 provides	 deeper	 under-
standing	and	supports	independent	thinking,	decision	mak-
ing,	 and	 problem-solving.	 This	 matters	 because,	 as	 noted	
above,	criminal	 intelligence	analysts	operate	in	challenging	
environments	 that	 are	 subject	 to	 continued	 change.	 To	
elaborate:	 the	 cases	 they	 are	 asked	 to	 support	 can	 differ	
enormously	and	often	require	novel	solutions;	the	technical	
or	 operational	 resources	 available	 to	 them	 can	 vary	 from	
one	day	to	the	next;	the	issues	or	actors	they	are	asked	to	
evaluate	 defy	 rapid	 analysis	 and	 cannot	 be	 approached	
using	 a	 common	 set	 of	 analytic	 tools	 or	 fixed	 mental		
models;	 to	 avoid	 analytic	 failure,	 an	 analyst	 has	 to	 reflect	
on	their	thinking	and	maintain	the	mental	flexibility	needed	
to	identify,	understand	and	adapt	to	change.	In	light	of	the-
se	challenges,	expanding	the	scope	of	analyst’s	formal	edu-
cation	 is	 increasingly	 seen	as	 a	 “must	have”	 rather	 than	a	
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“nice	 to	 have”.	 However	 iterative	 the	 intelligence	 cycle	
might	 be	 in	 practice,	 it	 remains	 a	 fixed	 process	 that	 does	
not	address	the	many	causes	of	analytic	failure.		

Third,	 the	 curriculum	should	be	 customisable	 and	ena-
ble	 career-long	 learning.	 It	 should	 address	 different	 levels	
of	 knowledge	 and	 capability,	 as	 well	 as	 the	 different		
assignments	 analysts	 are	 likely	 to	 handle	 over	 time.	 The	
scope	of	the	curriculum	should	be	sufficiently	broad	so	that	
analysts	can	customise	their	learning	to	current	needs	and	/	
or	 future	 career	 objectives.	 	Moreover,	 as	 Buckley	 (2014)	
observes,	“delivering	training	as	staff	commence	their	roles	
is	 important	but	 it	 is	not	 the	end	of	 the	process.	Staff	will	
need	both	ongoing	refreshes	and	developmental	training	if	
the	agency	is	to	obtain	the	maximum	benefit”	(p.	249).	Ac-
cordingly,	training	should	follow	a	maturity	model,	one	that	
lets	 analysts	 proceed	 through	 different	 stages	 of	 profes-
sional	development.	

Fourth,	 the	 curriculum	 should	 be	 subject	 to	 continued	
development	 and	 review.	 It	 should	 be	 flexible	 enough	 to	
accommodate	new	branches	of	knowledge	and	operational	
best	 practices.	 Feedback	 and	 evaluation	 mechanisms	
should	 be	 built	 into	 the	 program	 so	 that	 students	 and	 in-
structors	learn	from	one	another.		

Fifth,	the	curriculum	should	reflect	the	specific	needs	of	
the	law	enforcement	community.		As	Buckley	(2014)	notes,	
most	 training	 programs	 for	 criminal	 intelligence	 analysts	
borrow	from	those	developed	for	national	security	and	/	or	
military	 intelligence	professionals.	 These	materials	 are	not	
always	adjusted	to	reflect	the	operating	context	of	law	en-
forcement	 professionals	 (p.10)	 or	 the	 specific	 legal	 con-
straints	they	are	obliged	to	operate	under.			

Sixth,	special	attention	should	be	given	to	the	use	of	an-
alytic	techniques,	particularly	those	that	support	the	quali-
tative	 analysis	 of	 data.	 Indeed,	 analysts	 should	 be	 given	 a	
portfolio	 of	 techniques	 to	 work	 with.	 This	 portfolio	 can		
include	popular	 law	enforcement	techniques	such	as	Com-
parative	Case	Analysis.	However,	 it	 can	also	 include	useful	
tools	 from	 other	 fields	 including	 national	 security	 intelli-
gence,	 risk	 intelligence,	 business	 intelligence	 and	 so	 on.	
These	 tools	 can	 all	 enhance	 an	 analyst’s	 critical,	 creative	
and	 conceptual	 thinking	 skills.	However,	 they	 are	not	well	
known	in	the	law	enforcement	community.	Naturally,	these	
techniques	 should	 be	 amended	 to	 reflect	 the	 challenges	
faced	by	law	enforcement	professionals,	and	introduced	in	
a	contextually	or	operationally	relevant	manner.			

Seventh,	 emphasis	 should	 be	 given	 to	 improving	 the	
technical	 literacies	of	 students.	On	 completion	of	 the	pro-
gram,	 participants	 should	 have	 received	 instruction	 in	 an	
extensive	portfolio	of	 tools,	 ranging	 from	routine	web	and	
office	productivity	tools,	such	as	Excel,	to	advanced	analytic	
technologies,	such	as	those	being	developed	by	the	VALCRI	
project.	 Analysts	 should	 know	 how	 to	 select	 the	 right	
tool(s)	for	the	job,	and	how	to	combine	or	customise	them	
for	effect.	Further,	they	should	know	how	to	embed	these	
tools	into	their	standard	operating	procedures.		

Eighth,	the	curriculum	should	reflect	the	needs	of	adult	
learners	 and	 working	 professionals.	 Criminal	 intelligence	
professionals	cannot	be	approached	in	the	same	manner	as	
college	students.	A	useful	set	of	adult	learning	principles	is	
provided	by	McCain	(1999,	p.	5-6):	

• Learner	Directed:	Learners	have	to	understand	why	
they	need	the	knowledge	and	skills	taught	to	them	

• Experiential:	 Learners	 have	 to	 “experience”	 the	
taught	 subjects.	 The	 knowledge	 and	 skills	 they		
acquire	 should	 be	 immediately	 applicable	 to	 the		
real-life	problems	they	face	in	their	operating	envi-
ronment	

• Able	to	be	evaluated:	Learners	want	to	understand,	
clearly	 and	 early,	what	 changes	will	 occur	 to	 their	
performance,	 work	 style,	 knowledge,	 etc.	 as	 a		
result	of	the	training	they	receive	

• Residual:	 Learners	 appreciate	 training	 that	 builds	
on	 the	 knowledge	 and	 experience	 they	 have		
already	 acquired,	 keeps	 them	 actively	 involved,		
and	 gradually	 moves	 them	 toward	 greater		
understanding	

• Numerous	 instructional	 methods:	 Training	 should	
combine	various	teaching	styles	so	as	to	satisfy	the	
different	learning	styles	of	the	trainees	in	the	room	

Finally,	 the	curriculum	should	be	 sensitive	 to	 the	 legal,	
ethical	 and	 privacy	 constraints	 analysts	 have	 to	 contend	
with.	 Training	 should	 be	 conducted	 in	 a	way	 that	 encour-
ages	 a	 frank	 and	 honest	 discussion	 of	 organisational		
challenges,	 including	 those	 that	 are	 routinely	 considered	
sensitive	 or	 off-limits.	 The	 program	 should	 equip	 trainees	
with	 the	 practical	 guidance	 needed	 to	 address	 these		
challenges,	as	well	as	 the	decision	making	skills	needed	to		
operate	ethically	 and	 in	 the	best	 interests	of	 their	 respec-
tive	organisation.		

THE	VALCRI	SYLLABUS		

Overview	
In	 light	 of	 these	 requirements,	 the	 VALCRI	 project	 has	

developed	an	extensive	syllabus	for	the	training	and	devel-
opment	of	criminal	intelligence	professionals.	Although	the	
project	is	primarily	aimed	at	developing	a	suite	of	advanced	
analytic	and	data	processing	technologies,	VALCRI	is	unique	
in	acknowledging	that	 technology	works	best	when	 it	aug-
ments	 the	 analyst’s	 cognitive	 abilities	 and	 contextual		
circumstances.		

Thus,	 the	 syllabus	 reflects	 the	 project’s	 objective	 of		
giving	 analysts	 a	 better	 toolkit,	 as	 well	 as	 the	 knowledge	
needed	to	operate	effectively	across	the	five	domains	men-
tioned	above.	When	complete,	it	will	cover	not	just	the	use	
of	 the	 VALCRI	 system	 and	 its	 individual	 components,	 but	
also	those	disciplines	that	enhance	the	analytic	capabilities	
of	 individuals	and	organisations	alike.	Further,	the	syllabus	
is	intended	to	serve	as	a	reference	document	for	European	
law	enforcement	agencies	looking	to	improve	their	training	
efforts	outside	of	the	VALCRI	project.		
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Development	
The	 VALCRI	 syllabus	 has	 been	 in	 development	 for	 the	

past	 18	months.	 It	 has	 been	 subject	 to	multiple	 iterations	
and	 reviews,	 including	 from	 the	 project’s	 end	 users	 and	
other	 security	 and	 law	 enforcement	 professionals.		
Successive	 versions	 have	 built	 on	 the	 comments	 and	 sug-
gestions	of	 these	practitioners	to	provide	what	we	believe	
is	 the	most	 extensive	 index	 of	 training	modules	 currently	
available.	 The	 topics	 listed	 here	 were	 not	 chosen	 at		
random.	Rather,	 they	 reflect	 the	 strategic	and	operational	
priorities	 of	 our	 project	 partners	 and	 the	 wider	 law		
enforcement	community	we	engaged	as	part	of	VALCRI	or	
in	the	course	of	other	EU-funded	projects.			

The	 development	 of	 the	 syllabus	 included	 a	 careful		
review	of	the	literature	on	criminal	intelligence,	intelligence	
analysis,	 human	 cognition,	 process	 and	 project	 manage-
ment,	 collaboration,	 leadership,	 communication,	
knowledge	management,	information	management,	strate-
gy	 and	 strategic	 thinking,	 operational	 management,	
productivity,	 etc.	 This	 review	 sought	 to	 identify	 the	 most	
important	 skills	 and	disciplines	needed	by	analysts	 in	 gen-
eral	and	criminal	intelligence	analysts	in	particular.	Particu-
lar	emphasis	was	given	 to	 those	disciplines	 that	are	 rarely	
(if	ever)	taught	to	analysts,	but	whose	relevance	to	analytic	
work	cannot	be	denied,	and	can	be	readily	adapted	to	meet	
the	needs	of	law	enforcement	professionals.				

While	determining	the	scope	of	our	syllabus,	we	exam-
ined	 training	 standards	 developed	 by	 various	 bodies,	 as	
well	 as	 training	 curricula	 offered	 by	 public	 and	 private		
sector	 organisations.	 Our	 survey	 was	 not	 limited	 to	 the		
discipline	of	criminal	intelligence	but	included	other	intelli-
gence	 disciplines	 such	 as	 national	 security	 intelligence,		
military	 intelligence,	 business	 intelligence	 and	 so	 on.	 Our		
assessment	evaluated	such	programs	as:	

• Minimum	Criminal	 Intelligence	Training	Standards	
for	 Law	 Enforcement	 and	 Other	 Criminal	 Justice	
Agencies	in	the	United	States	by	the	United	States	
Department	 of	 Justice	 and	 the	 Unites	 States	 De-
partment	 of	 Justice’s	 Global	 Justice	 Information	
Sharing	Initiative	(2007)	

• Law	Enforcement	Analytic	Standards	by	the	United	
States	 Department	 of	 Justice,	 the	 Unites	 States	
Department	of	Justice’s	Global	Justice	Information	
Sharing	Initiative	and	the	International	Association	
of	 Law	Enforcement	 Intelligence	Analysts	 (IALEIA)	
(2012)	

• Common	Competencies	for	State,	Local,	and	Tribal	
Intelligence	Analysts	by	 the	United	States	Depart-
ment	 of	 Justice,	 the	Unites	 States	 Department	 of	
Justice’s	 Global	 Justice	 Information	 Sharing	 Initia-
tive,	and	 the	United	States	Department	of	Home-
land	Security	(2010)	

• Minimum	Standards	for	Intermediate-Level	Analyt-
ic	Training	Courses	by	the	United	States	Global	Ad-
visory	Committee	(GAC)	(2013)	

• Analyst	Professional	Development	Roadmap	by	the	
United	 States	 Global	 Advisory	 Committee	 (GAC)	
(2015)	

• Intelligence	Management	Model	for	Europe,	Phase	
One:	 Guidelines	 to	 Standards	 and	 Best	 Practice	
Within	the	Analysis	Function	by	the	Scottish	Police	
College	(2003)	

• The	National	Criminal	 Intelligence	Sharing	Plan	by	
the	 United	 States	 Department	 of	 Justice	 and	 the	
Unites	 States	 Department	 of	 Justice’s	 Global	 Jus-
tice	Information	Sharing	Initiative	(2003)	

• United	 States	 Intelligence	 Community	 Directive	
203:	Analytic	Standards	by	the	United	States	Office	
of	the	Director	of	National	Intelligence	(2015)	

• Core	Competencies	 for	 Intelligence	Analysis	at	 the	
National	 Security	 Agency	 by	 Moore	 &	 Krizan	
(2012)	

• The	 Characteristic	 of	 Successful	 and	 Unsuccessful	
Intelligence	Analysts	by	Wing	(2000)	

• Attributes	of	an	Analyst:	What	We	Can	Learn	from	
the	Intelligence	Analysts	Job	Description	by	Corkill,	
et	al.	(2015)	

In	 addition	 to	 identifying	 those	 topics	 of	 value	 to		
criminal	 intelligence	 professionals,	 we	 also	 surveyed	 the	
literature	 on	 adult	 learning	 for	 recommendations	 on	 how	
best	to	educate	career	analysts.	We	examined	the	state-of-
the-art	and	developed	an	approach	that	we	believe	blends	
the	practical	and	theoretical	with	training	and	education.			

Syllabus	Content	
	The	 current	 version	of	 the	 syllabus	has	 eight	 sections,	

each	designed	to	increase	the	student’s	value	added:	
1. Introduction	 to	 Analysis	 –	 This	 section	 provides	 a	

concise	 introduction	 to	 analytic	 work.	 Emphasis	
here	given	to	the	contextual	factors	that	inform	the	
analytic	process	and	its	outcomes		

2. The	 Analytic	 Process	 –	 This	 section	 focuses	 on		
analytic	 theory	 and	 the	 application	 of	 structured	
analytic	 techniques.	 Students	 will	 also	 be	 intro-
duced	to	supplementary	topics,	such	as	productivi-
ty,	 time	 and	 work	 management,	 information		
management,	 etc.	 The	 section	 also	 covers	 those	
analytic	disciplines	that	are	rarely	taught	to	criminal	
intelligence	professionals,	including	future	analysis,	
risk	analysis,	and	early	warning.	

3. Data	Visualisation	 and	Visualisation-Based	Analysis	
–	 This	 section	 examines	 how	 to	 visualise	 data	 to	
support	 analytic	 reasoning,	 pattern	 detection,	 and	
insight	generation.	Emphasis	here	is	given	to	many	
different	types	of	visualisation	and	how	they	can	be	
achieved	using	different	tools.		

4. Thinking	 and	 Reasoning	 Skills	 –	 This	 section		
provides	 a	 detailed	 overview	 of	 the	 cognitive	
mechanisms	 that	 support	 effective	 reasoning	 and	



 

 
 
 

8	

data-driven	 action.	 Our	 objective	 here	 is	 to	 give		
analysts	 a	 comprehensive	 set	 of	 tools	 to	 support	
decision-making,	problem	solving,	 idea	generation,	
and	learning.		

5. Managing	 the	 Analytic	 Function	 –	 This	 section		
addresses	 those	 disciplines	 that	 enable	 the	 man-
agement	and	coordination	of	analytic	teams.	These		
include:	networking	and	collaboration,	 information	
management,	 project	 management,	 change	 man-
agement,	 leadership,	 continuous	 improvement,	
strategy	and	strategic	thinking,	etc.	

6. Knowledge	Management	 –	 This	 section	 covers	 the	
fundamental	 principles	 of	 personal	 and	 organisa-
tional	 knowledge	 management.	 Emphasis	 here	 is	
given	to	how	best	to	capture,	codify	and	share	the	
know-what	and	know-how	that	enable	effective	in-
telligence	work.		

7. Legal,	 Ethical	 and	 Privacy	 Issues	 –	 The	 section		
embraces	 the	 legal,	 ethical,	 and	 privacy-related		
issues	 that	 inform	 law	 enforcement	 and	 analytic	
work	in	general.	

8. Online	Research	and	Investigative	Skills	–	This	 final	
section	provide	guidance	on	the	collection	of	open	
source	 information	 for	 investigative	or	 intelligence	
purposes.	
	

Each	section	is	divided	into	separate	units.	For	each	unit	
we	specified:	

• Key	learning	objectives	

• Planned	activities	and	exercises	

• An	evaluation	method	

• Required	readings	

• Supplementary	readings	

• Online	learning	resources	(where	applicable)	
	
Detailed	 below	 are	 two	 sample	 learning	 units	 that	 we	

have	developed	as	part	of	the	curriculum:	
	

1.1	 Analysis	and	the	Intelligence	Process	

Introduc-
tion	

This	 unit	 is	 intended	 to	 examine	 the	 funda-
mentals	 of	 the	 analytic	 discipline.	 It	 explains	
the	 origins,	 highlights	 the	 evolution,	 and	 de-
scribes	 the	 current	 state	 of	 law	enforcement	
intelligence.	 It	 also	 explains	 what	 analysis	 is	
and	 describes	 its	 place	 in	 the	 law	 enforce-
ment	intelligence	process.	Finally,	it	introduc-
es	 the	 Human	 Issues	 Framework	 which	 has	
been	 applied	 by	 the	 VALCRI	 project	 to	 map	
the	 non-technical	 challenges	 to	 intelligence	
work.	 The	 framework	 can	 be	 used	 to	 gain	 a	
broader	understanding	of	 the	contextual	 fac-
tors	 that	 impact	 the	 intelligence	 process	 in	

general	and	the	analytic	process	in	particular.	
Such	 understanding	 represents	 the	 essential	
prerequisite	to	the	improvement	of	the	intel-
ligence	and	analytic	performance.	

Learning	
Objectives	

By	 the	 end	 of	 the	 unit,	 participants	 will	 be	
able	to:	

• Explain	 what	 analysis	 is	 and	 describe	 its	
place	in	the	overall	intelligence	process	

• Explain	 the	 relation	between	 intelligence	
analysis	and	crime	analysis	

• Elaborate	 on	 the	 process	 frameworks	
that	inform	intelligence	work	(e.g.	the	In-
telligence	 Cycle,	 the	 Target-Centric	 Ap-
proach,	etc.)	

• Describe	 key	 principles	 underlying	 the	
Human	Issues	Framework		

• Explain	the	practical	utility	of	the	Human	
Issues	Framework	

• Use	the	Human	Issues	Framework	to	gain	
a	broader	understanding	of	analytic	work	
and	 the	 context	 in	 which	 it	 takes	 place.	
Exploit	 this	understanding	to	 improve	 in-
telligence	 planning	 and	 workflow	 man-
agement	

• Explain	 the	 role	played	by	 intelligence	 in	
policing	 and	 elaborate	 on	 the	 current	
state	of	law	enforcement	intelligence	

Activities	 /	
Exercises	

Use	 the	Human	 Issues	 Framework	 to	 discuss	
the	 analytic	 environment	within	 your	 organi-
zation	

Evaluation	
Method	

Analysts	will	be	evaluated	on	their	ability	to:		

• Internalise	standard	process	frameworks,	
together	 with	 their	 benefits	 and	 limita-
tions	

• Internalise	 the	Human	 Issues	Framework	
and	 use	 it	 to	 identify	 and	 prioritise	 the	
analytic	 challenges	 they	 wish	 to	 address	
inside	their	respective	organisation	

Required	
Readings	

• Blog	posts	by	K.	Wheaton:		
http://sourcesandmethods.blogspot.com
/2014/06/thinking-in-parallel-21st-
century.html		(3	Parts)	
http://sourcesandmethods.blogspot.com
/2011/05/lets-kill-intelligence-cycle-
original.html		(11	Parts)	

• Eck,	 J.	 E.,	 &	 Clarke,	 R.	 V.	 (2013).	 Intelli-
gence	 Analysis	 for	 Problem	 Solvers:	
http://www.popcenter.org/library/readin
g/pdfs/intell-analysis-for-probsolvers.pdf,	
pp.	10-21	

• United	Nations	Office	on	Drugs	and	Crime	
(2011).	 Criminal	 Intelligence	 Manual	 for	
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Analysts:	
http://www.unodc.org/documents/organ
ized-crime/Law-
Enforce-
ment/Criminal_Intelligence_for_Analysts.
pdf,	pp.	1-16,	29-33	

Supple-
mentary	
Readings	

Ratcliffe,	 J.	 H.	 (2016).	 Intelligence-Led	 Polic-
ing.	New	York,	NY:	Routledge	

	

3.1	 Introduction	to	Data	Visualisation	and	Visuali-
sation-Based	Analysis	

Introduc-
tion	

This	unit	introduces	the	key	principles	of	data	
visualisation	 and	 visual	 analytics.	 It	 will	 en-
deavour	 to	 provide	 participants	 with	 the	
knowledge	needed	to	develop	one’s	own	vis-
ualisations	 and	 evaluate	 the	 work	 of	 others.	
Guidance	 will	 also	 be	 given	 on	 how	 to	 en-
hance	the	analytic	products	developed	earlier	
in	the	course	using	different	data	visualisation	
tools.	On	completion	of	the	unit,	analysts	will	
understand	 the	 benefits	 of	 data	 visualisation	
and	visual	analytics,	as	well	as	the	discipline’s	
limitations	and	dangers.	When	combined	with	
other	 best	 practices,	 this	 mode	 of	 critical	
thinking	 on	 visualisation	 should	 help	 partici-
pants	 determine	 when	 to	 best	 employ	 the	
data	visualisation	tools	taught.		

Learning	
Objectives	

By	 the	 end	 of	 the	 unit,	 participants	 will	 be	
able	to:	

• Explain	 the	 benefits	 of	 data	 visualisation	
and	visual	analytics,	as	well	as	the	related	
limitations	and	dangers	

• Describe	 the	 link	 between	 visualisation	
and	effective	information	management	

• Distinguish	 between	 different	 visualisa-
tion	techniques	and	the	tools	that	can	be	
used	 to	 effectively	 present	 and	 analyse	
information	

• Select	 a	 visualisation	 approach	 the	most	
appropriate	considering	the	task	

• Generate	 visualisations	 using	 standard	
productivity	 software	 and	 accepted	 best	
practices	

• Effectively	 use	 visualisations	 to	 com-
municate	analytic	findings	

Activities	 /	
Exercises	

• Generate	 analytic	 products	 using	 differ-
ent	 visualisation	 tools,	 techniques,	 and	
datasets	

Evaluation	
Method	

Students	will	 be	 evaluated	 on	 their	 ability	 to	
generate	basic	and	 intermedia	data	visualisa-
tions.	This	includes	the	presentation	of	statis-
tical,	 geospatial	 and	 network	 relevant	 data	

using	 such	 common	 or	 freely	 available	 tools	
such	 as	 Excel,	 Gephi,	 CartoDB,	 Chart.js,	 and	
Tabelu.		

Required	
Readings	

• Dubakov,	M.	 (2012).	 “Patterns	 for	 Infor-
mation	 Visualization”:	
https://www.targetprocess.com/articles/
information-visualization	

• Friedman,	 V.	 (2007).	 “Data	 Visualization:	
Modern	 Approaches”:	
https://www.smashingmagazine.com/20
07/08/data-visualization-modern-
approaches	

• Lin,	 M.	 (2013).	 “Why	 Data	 Visualization	
Matters?”:	
http://www.mulinblog.com/data-
visualization-matters	

• Wong,	 D.	 M.	 (2013).	 The	 Wall	 Street	
Journal	 Guide	 to	 Information	 Graphics:	
The	 Dos	 and	 Don'ts	 of	 Presenting	 Data,	
Facts,	 and	Figures.	New	York,	NY:	W.	W.	
Norton	&	Company	

Supple-
mentary	
Readings	

• Cairo,	 A.	 (2012).	 	 The	 Functional	 Art:	 An	
Introduction	to	Information	Graphics	and	
Visualization.	Berkeley,	CA:	New	Riders	

• Meirelles,	 I.	 (2013).	 Design	 for	 Infor-
mation.	New	York,	NY:	Rockport	Publish-
ers	

• Tufte,	 E.	 R.	 (1990).	 Envisioning	 Infor-
mation.	Cheshire,	CT:	Graphics	Press		

• Yau,	N.	 (2013).	Data	Points:	Visualization	
That	Means	 Something.	 Indianapolis,	 IN:	
John	Wiley	&	Sons,	Inc.		

• Yau,	 N.	 (2011).	 Visualize	 This:	 The	 Flow-
ingData	 Guide	 to	 Design,	 Visualization,	
and	 Statistics.	 Indianapolis,	 IN:	 John	
Wiley	&	Sons,	Inc.	

Online	
Learning	
Resources	

• A	periodic	table	of	visualization	methods:	
http://www.visual-
litera-
cy.org/periodic_table/periodic_table.htm
l	

• The	5	Most	Influential	Data	Visualizations	
of	 All	 Time:	
http://www.tableau.com/sites/default/fil
es/whitepapers/the_5_most_influential_
data_visualizations_of_all_time.pdf	

• A	 Quick	 Illustrated	 History	 of	 Visualisa-
tion:	 http://data-
art.net/resources/history_of_vis.php	

• Bēhance	 -	 a	 showcase	 of	 creative	 work:	
https://www.behance.net	

• FlowingData:	http://flowingdata.com	
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• Information	Is	Beautiful:	
http://www.informationisbeautiful.net	

• Improving	data	visualisation	 for	 the	pub-
lic	sector	project:	http://www.improving-
visualisation.org	

• Visual	Complexity:	
http://www.visualcomplexity.com	

	
Our	 study	 of	 adult	 learning	 theories	 and	 didactic	 best	

practices	has	also	allowed	us	to	include	suggestions	on	the	
methods	 and	 approaches	 needed	 to	 teach	 these	 units		
effectively.		

NEXT	STEPS	
The	 development	 of	 the	 syllabus	 is	 only	 the	 first	 of	

VALCRI’s	 training-related	 activities.	 Our	 intention	 is	 to	
translate	 our	 research	 into	 a	 series	 of	 training	 and		
educational	 programs	 for	 law	 enforcement	 professionals.	
To	begin,	we	hope	to	develop	a	series	of	short	courses	on	
specific	 skills	 (e.g.	 data	 visualisation,	 information	manage-
ment,	critical	thinking,	etc.).	These	are	intended	to	serve	as	
a	 springboard	 to	 further	 training	 or	 a	 formal	 academic		
qualification.	 These	 courses	 would	 be	 modular	 in	 nature,	
allowing	 students	 to	 combine	 topics	 or	 focus	 on	 specific	
aspects	of	intelligence	work,	and	can	be	provided	by	any	of	
the	consortium’s	members.		

We	also	intend	to	launch	graduate	programs	at	both	the	
master’s	and	doctoral	 levels.	These	will	provide	instruction	
in	all	five	dimensions	of	intelligence	work	(or	the	option	to	
specialise	in	a	specific	area).	They	will	be	applied,	theoreti-
cal	 or	 hybrid	 in	 nature.	 Applied	 programs	 will	 oblige		
students	 to	 address	 those	 challenges	 that	 impact	 analytic	
work	 in	their	organisation.	Theoretical	programs	will	 invite	
students	 to	 advance	 our	 knowledge	 and	 the	 state-of-the-
art	in	the	field	of	criminal	intelligence	analysis.	

Further,	we	plan	to	enhance	the	value	of	the	VALCRI	syl-
labus	 by	 developing	 a	 dedicated	maturity	model.	 This	 can	
be	used	by	organisations	 to	benchmark	 the	 capabilities	of	
their	staff,	and	monitor	their	continued	evolution.		

Finally,	 we	 are	 planning	 a	 series	 of	 public	 seminars	 to	
test	 selected	 parts	 of	 the	 syllabus	 and	 generate	 feedback	
from	 VALCRI’s	 end	 users	 and	 other	 law	 enforcement	 pro-
fessionals.	 In	 doing	 so,	 we	 hope	 to	 improve	 the	 learning	
materials	 already	 developed,	 as	 well	 as	 the	 syllabus	 as	 a	
whole.		

EXPECTED	OUTCOMES	AND	IMPACTS	
Our	 work	 on	 the	 VALCRI	 syllabus,	 and	 our	 interaction	

with	the	project’s	End	Users,	has	confirmed	the	findings	of	
previous	 EU	 projects:	 the	 challenges	 faced	 by	 intelligence	
professionals	are	not	restricted	to	the	process	of	collecting,	
analysis	 and	 communicating	 information.	 Rather,	 their	 ef-
forts	 are	 undermined	by	 issues	 that	 have	 little	 to	 do	with	
intelligence	at	all.	 This	 includes	challenges	associated	with	
the	effective	management	of	people,	processes,	and	 tech-

nology,	 inefficient	organisational	and	personal	 information	
and	 knowledge	 management,	 inconsistent	 identification	
and	 application	 of	 “best	 practices”,	 etc.	 Our	 syllabus	 has	
been	designed	to	address	these	challenges.	By	realising	the	
training	and	educational	objectives	detailed	above	we	hope	
to:		

• Demonstrate	the	importance	of	a	holistic	approach	
to	intelligence	training	/	education	

• Broaden	 the	 intelligence	 community’s	 understand-
ing	 of	 a	 “core”	 intelligence	 curriculum,	 by	 empha-
sising	 the	 importance	 of	 those	 activities	 and		
disciplines	 that	 fall	 outside	 the	 intelligence	 cycle	
but	enable	analytic	work	

• Enable	 individual	 learning	 and	 adaptability	 by	 ex-
tending	 the	 analyst’s	 toolkit	 to	 include	 theories,	
concepts	 and	 frameworks	 from	 other	 professions	
or	disciplines		

• Extend	 the	 knowledge	 and	 capabilities	 of	 law	 en-
forcement	professionals	in	general,	and	criminal	in-
telligence	 analysts	 in	 particular,	 so	 that	 they	 can	
better	 address	 contemporary	 policing	 and	 security	
challenges		

• Further	to	the	above,	enhance	the	consulting	capa-
bilities	of	criminal	 intelligence	analysts,	 thus	allow-
ing	 them	 to	 address	 both	 internal	 and	 external	
challenges;	contribute	to	the	setting	of	an	organisa-
tion’s	strategic	objectives;	and	instruct	others	in	the	
cultivation	of	new	skills	and	capabilities	as	needed		

• Encourage	law	enforcement	agencies	to	think	of	in-
telligence	 as	 a	 multidisciplinary	 activity,	 one	 that	
warrants	a	sustained,	career-long	investment	of	re-
sources	

• Enhance	the	technical	capabilities	of	criminal	 intel-
ligence	analysts	

• Enable	 the	 adoption	 of	 the	 VALCRI	 system	 and	 its	
components	 for	 operational	 use	 by	 European	 law	
enforcement	agencies			
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United	Kingdom	

2	 Space	Applications	Services	NV	
Mr	Rani	Pinchuck	

Belgium	

3	 Universitat	Konstanz	
Professor	Daniel	Keim	

Germany	

4	 Linkopings	Universitet	
Professor	Henrik	Eriksson	

Sweden	

5	 City	University	of	London	
Professor	Jason	Dykes	

United	Kingdom	

6	 Katholieke	Universiteit	Leuven	
Professor	Frank	Verbruggen	

Belgium	

7	 A	E	Solutions	(BI)	Limited	
Dr	Rick	Adderley	

United	Kingdom	

8	 Technische	Universitaet	Graz	
Professor	Dietrich	Albert	

Austria	

9	 Fraunhofer-Gesellschaft	Zur	Foerderung	Der	Angewandten	Forschung	E.V.	
Mr.	Patrick	Aichroft	

Germany	

10	 Technische	Universitaet	Wien	
Assoc.	Prof.	Margit	Pohl	

Austria	

11	 ObjectSecurity	Ltd	
Mr	Rudolf	Schriener	

United	Kingdom	

12	 Unabhaengiges	Landeszentrum	fuer	Datenschutz	
Dr	Marit	Hansen	

Germany	

13	 i-Intelligence	
Mr	Chris	Pallaris	

Switzerland	

14	 Exipple	Studio	SL	
Mr	German	Leon	

Spain	

15	 Lokale	Politie	Antwerpen	 Belgium	

16	 Belgian	Federal	Police	 Belgium	

17	 West	Midlands	Police	 United	Kingdom	

 
 
	
 


